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Here are some ideas to protect yourself: 

Use cloud technology 

Cloud has come a long way in the last 3 years.   In a business sense we can now do a large 

amount, if not all, of our business in the cloud.   From cloud based CRM for client 

management to accoun�ng so�ware for billing and invoicing.   From web based email to 

project management for managing projects they are all there in the cloud. 

The good thing about the cloud is that 

most of the products are accessed 

through a web browser and can be 

accesses from any system that has 

browser capability.   Although the 

underlying pla$orms security is 

managed by the vendor it is the user’s 

responsibility to have a secure 

password to ensure that no one else 

can access the informa�on. 

Bank accounts and credit cards. 

There are so many ways that a 

criminal can gain access to your bank 

accounts.   A key logger through a 

virus or malware.   A RAT (remote access Trojan) that can actually take over your digital 

device and do whatever it is programmed to do. 

But the bank accounts are not the only problem.   Pay wave is becoming a target for 

criminals, to a level where an RFID scanner can access your credit card, in your wallet, from 

30 feet away. 

End point protec�on 

All devices that have a connec�on to the Internet have to have some sort of personal 

protec�on.   You can go with a licensed copy of an an�-virus or you can go with a free 

system, no ma/er what they have to be protected at all �mes.   We recommend the free AV 

- For�client if you do not want to invest in a licensed system.  It does most of things that you 

need.    

In addi�on to real �me protec�on you also need to to a regular scan of the whole system. 

Patching 

How annoying is it when the system comes up and tells you that it has updates to apply.   

This is a good thing.   The systems are upda�ng code that has been found to have errors or 

inaccuracies in it that will allow an a/acker to gain full control of your machine, phone or 

tablet.   These errors are what malicious code targets through viruses and worms. 

All systems use subsystems like Java and Adobe and these are also regularly updated by their 

manufacturers. 

Backing up / business con�nuity 

Even when you think that nothing can go wrong, that when something does.   Having all your 

informa�on in the cloud, email, accounts, CRM or project management, what happens if you 

can no longer access your informa�on?   How long will your business last without email, or 

the ability to invoice clients. 

This is why some level of backup, disaster recovery and business con�nuity is required.   

Thinking through to a point where if this happened what will my business look like, how will 

it work is very important for the everyday opera�ons of the business.    

When it comes to cyber and digital security, what happens if you get a virus from an email on 

your laptop, or visit a website and get a malware infec�on on your smart device?   Where is a 

copy of your schedule, or your contacts?   This is why you need some level of backup. 

As a business we all have a web site, you 

do don't you.   Well there are s�ll 41% of 

businesses in Australia who do not have a 

website - that is another topic for a post.   

Even though you are highly involved in 

social media, you s�ll need your own 

website.   The reason is that your website 

is the only digital media that you have 

total control of. 

The social media pla$orms are just that, 

pla$orms controlled by other people.   

When using Facebook, twi/er, Pinterest 

and the like we are using other peoples 

view of what they think is the right thing 

to do.   Our website, apart from the 

hos�ng pla$orm, is totally under our 

control. 

Your website has the look and feel of 

whatever you want it to have.   It is 

totally under your control.   Because it is 

under your control you have to make 

sure that it all works.   In most cases, the 

use of social media to point readers to 

your web site is the only way to go. 

Your website can be sta�c, no moving 

parts but this makes it just a landing page 

with no chance of being found in the big 

wide digital world.    

Enter SEO (search engine op�misa�on) 

We are all at the whim of Google's SEO 

algorithm, and ge>ng your web site 

found by your clients can be difficult and 

�me consuming.   Google is looking for 

content, content that your clients are 

looking for.   When it comes to google - 

relevant content is king. 

That content can be the wri/en word, 

but it can also be video (best), audio, 

graphical or pictorial.   Anything that 

would be of interest to your would be 

clients (your tribe).   More importantly it 

has to be shareable.   Make it shareable 

and then your website becomes more 

important to that tribe. 

In addi�on to content all of the 

components have to work.   If you have a 

contact form, test it.   If you’re collec�ng 

email addresses, test it.   If you are giving 

something away for free, test it.   If you 

have a contact page, test it.    

When it all works then you can push it on 

social media and the digital world will be 

at your door step 

Why	small	business	and	not	for	pro�its	

should	be	worried	about	Cybercrime		Why is your website not 

working 

Depending on the size of your organisa�on there is 

a growing need to find people who understand 

today’s digital landscape.   There are already a 

number of posi�ons that appear in most 

organisa�on that have Digital components in their 

job descrip�on.   These roles, CISO (chief 

informa�on security officer), CIO (chief informa�on 

officer) for instance, have specific areas of 

exper�se to the detriment of other divisions of the 

business. 

Most Organisa�ons who have been in business for 

more than 3 years have a miss mash of technology 

within their digital walls.   From different versions 

of opera�ng systems and applica�ons to cloud 

based CRM's in different areas doing different things, this is a problem.   In addi�on, there is 

usually an unstable and undesirable element in areas where the rush for the newest 

technology creates bigger problems than what is to be resolved.   This is why you need a 

CDO. 

The role of the CDO 

The role of the chief digital officer is many and varied.   They have a need to understand the 

technology of the organisa�on but their primary role is to translate between the various 

components of the business to create a cohesive and focused digital environment. 

The main focus of the chief digital officer is: 

� Get commitment from the board, management and the rest of the organisa�on to 

implement a digital strategy to ensure that digital assets are used to the Organisa�ons 

requirements. 

� Connect with experts, both inside and outside the organisa�on.   These experts are 

specific to their field of exper�se.   Digital security, marke�ng, sales and supply chain to 

name just a few and are required to make an organisa�on func�on in today’s digital 

world. 

� One of the biggest roles that a chief digital officer has is to create tangible requirements 

and results within the organisa�on.   This includes ensuring that all technology and 

educa�on requirements lead to some level of return on investment (ROI).  I like to think 

that it is to slow down or eradicate the use of shadow IT within the business model. 

� To reduce the reliance on legacy systems and upgrade them to systems that are easy to 

manage and will deliver a higher level of ROI. 

The chief digital officer is your proverbial jack of all trades, but they will also be the master of 

your digital world.   
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Engineered to deliver bst-in-class 

networking performance, this router 

delivers an unmatched user experience 

and ul�mate wifi coverage for yourt 

home and office. 

 

The WRT1900AC features include: 

� SMART WiFi Technology 

� Network Mapping tools 

� All in one view of the systems stats 

� Open WRT capability 

� 4 Gigabit Network ports 

� NBN ready 

� USB3 storage capability 

� Guest WiFi Network capability 

 

SPI (Stateful packet inspec�on) based 

firewall to protect the internal 

network. 

The average business owner or manager has enough to think about in his business not to 

have to worry about Cybercrime and privacy issues.  Cash flow, marke�ng and sales are 

normally the predominant thoughts in keeping the organisa�on on track.     

The increased press and normal Internet repor�ng cycles, has put cyber security and 

cybercrime in the forefront of people’s minds, more importantly in their clients, suppliers 

and staff member's minds.   This is something that all organisa�ons should realise.   

 It is worth thinking about. 

The risk of compromising the ICT of a small and medium business or not for profit 

organisa�on (SME's) is higher than for large organisa�ons.   

There are a number of reasons for 

this:  

• Lack of exper�se,  

• lack of financial support and  

• Lack of capability, are just a few. 

Most SME's have three op�ons:  

� U�lize an employee who "knows 

computers" - This takes a trusted 

employee away from their main 

role in the business.   Because ICT 

is such a "fun" job they move 

more and more into the role of IT 

expert and further and further 

away from making money for the 

business. 

� Employ someone with the right 

exper�se - This can be a costly business expense.   In addi�on to jus�fying a high 

salary, you have the addi�onal problem of keeping them gainfully and fully employed 

in the business. 

� Get external contractors to do the IT management including the security 

component?   One of the least expensive solu�ons to the problem of Technical 

support and security management, on the condi�on you get one that works well 

with you. 

In all three cases you are ge>ng someone else to protect your business from cybercrime, 

a cyber-security incident or from an actual hacking a/empt or success.    

The biggest challenge for a business owner, manager, C level execu�ves and board 

members:    

• How do you know they are doing it right?     

• Do you know if you are a target?    

• Would you know if you have been compromised?   

• What do you need to do to ensure your business is as secure as it can be? 

• What are the risk management ques�ons that you need to ask to protect your 

business 

These ques�ons and more are answered in the Digital Security Seminar.   Tickets for 

Canberra , Sydney and Melbourne are available now.   

Questions	to	ask	yourself	about	your	business	

Cyber	Security	

R & I ICT  Consulting Services                      02 62580056 

Linksys WRT1900AC Dual Band 

Gigabit Wi-Fi Router - NBN 

Ready  - Special Price $299.00 
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Lifestyle	Advisers 
Owned and operated by Peter Graham and Shylea Ulrick, Lifestyle Adviser’s Pty Ltd, as the name suggests, is lifestyle focused! Both 

Peter and Shylea enjoy making the most out of life and are passionate about helping their clients achieve the same! One of the key 

elements to being able to enjoy the lifestyle you envision is to have your finances structured so they work best for you and that is 

exactly what Peter and Shylea strive to achieve. 

In line with their vision of assis�ng clients to achieve their desired lifestyle, their fee structure is geared around the advice they pro-

vide and not based on selected fund providers. This gives their client’s peace of mind that the advice they are receiving is tailored to 

their needs and not an ‘off the shelf’ product arrangement. 

If you are seeking advice from Lifestyle Advisers, you can be assured that you are dealing with experienced advisers and a suppor�ve 

team. Peter has been an ac�ve player in the financial service industry since 1966 and is well versed across a number of fields. Shylea 

commenced her role as financial adviser in 2005 a�er being awarded her Diploma of Financial Planning, a great career progression 

a�er originally star�ng out as recep�onist for Peter’s company ten years earlier! In 2011, Shylea and Peter became official business 

partners and Shylea became a fellow Director of Lifestyle Advisers, further strengthening their already well developed working rela-

�onship.  

Peter is par�cularly passionate about life insurance, estate planning and assis�ng clients and businesses to achieve their financial pro-

tec�on objec�ves. Throughout his career, professional personal development has been a high priority for Peter and his insight, busi-

ness and industry experience is constantly in demand.  He is also an acknowledged Business Coach and Mentor for individuals and 

organisa�ons. In addi�on to his exper�se in the financial field, Peter has made many social contribu�ons such as working with under-

privileged young men, development of the i-don’t.com.au website and general support of a non-financial nature to many of his cli-

ents. 

Shylea is passionate about ensuring a smooth transi�on to Aged Care for our loved elderly. Having first-hand experience of needing 

to make important decisions for an aged love one and living first hand through the emo�onal strings a/ached to this type of planning 

that effect the whole family, Shylea achieved accredita�on as an Aged Care Specialist Adviser in 2012. She also specialises in invest-

ment selec�on, superannua�on strategies (including self-managed super funds), re�rement planning advice and wealth protec�on 

needs. 

Whatever your specific financial needs are, you can be assured that Peter and Shylea are just as passionate about you achieving your 

desired lifestyle as they are about their own! 

Time must be taken to develop marke�ng 

strategies and tac�cs that have taken into 

considera�on how to market successfully in 

the digital world. Disappoin�ngly, many 

thought leaders, CEOs, MDs and owners of 

companies and enterprises have not 

accepted this truism. 

What an unfortunate anarchronism in a 

world moving at the speed of a click. 

To be truly effec�ve then, marke�ng 

strategies must be overhauled, and 

centralized. As companies do, they become 

more business laser focused, efficient and 

produc�ve. Cross-func�onal collabora�on 

powers twice as many ideas and makes your 

banker happy to see you. 

That is why brands that see ahead of the 

curve are using this data to create a two-way 

communica�on that engages, versus the 

tradi�onal, one-way push, push marke�ng. 

Companies that don't want to be irrelevant 

but are poised to be dominant in their niche, 

have to embrace and kiss moving their 

marke�ng from digital to marke�ng in a 

digital world. 

Marke�ng in a digital world also means 

having the systems, technologies, and 

opera�ons in place to enable on-the-fly 

communica�on. 

Move	From	Digital	Marketing	

To	Marketing	In	A	Digital	

World    


